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Abstract. Federated Learning (FL) enables collaborative training of
machine learning models across multiple devices, while preserving data
privacy. However, it also introduces vulnerabilities to backdoor attacks,
where malicious updates can corrupt the global model. This work fo-
cuses on the largely unexplored domain of Federated invisible Backdoor
Attacks (FiBA s), which use visually indistinguishable triggers to manip-
ulate model behavior without being detected. We investigate the feasibil-
ity and effectiveness of these attacks, considering the unique challenges
posed by FL, such as limited local training time and the need for model
update aggregation. Our study presents a comprehensive evaluation of
the attack success rate (ASR) of invisible BAs under various settings
and defenses. Based on our observations, we propose a backdoor trigger
hiding technique based on low model attention regions to improve attack
resilience in federated settings. Our findings provide critical insights into
the optimization of invisible BAs in FL and highlights the need for robust
defense mechanisms to safeguard FL systems.

Keywords: federated learning; backdoor attacks; invisible backdoor trig-
gers; distributed triggers; FiBA

1 Introduction

Federated Learning (FL) is a distributed machine learning paradigm that fa-
cilitates collaborative training of deep neural networks across multiple nodes
(clients) without the need to share raw data [19]. In FL, model updates are de-
rived on-device and communicated to a central server, which aggregates these
updates to create a unified global model. This approach is particularly beneficial
for applications requiring high data privacy, such as finance and healthcare, as it
improves model performance without the need to share sensitive data. While FL
offers significant advantages in terms of data privacy and collaborative learning,
it also introduces unique security vulnerabilities, among which backdoor attacks
that are able to manipulate the global model by embedding malicious triggers in
local updates [18, 22, 25]. Exploiting the distributed nature of FL, these attacks
manipulate the model’s behavior when a specific triggers is present on its input,
posing significant risks in critical sectors where data integrity is paramount.

While Backdoor Attacks (BAs) in FL have been widely studied, invisible
backdoor triggers, which are visually indistinguishable from normal data, have



mainly received attention in centralized settings. However, in FL, an attacker
can briefly access the data, inject invisible triggers into the locally stored data,
and then leave the system, leading to catastrophic consequences after training.
This is particularly concerning in cross-silo settings, where clients often represent
large organizations such as banks [27]. Despite its importance, the effectiveness
and challenges of deploying invisible backdoor triggers in FL remain largely
unexplored. Existing research has primarily focused on simpler, more obvious
pixel patterns, neglecting the complexities associated with invisible triggers [2,
11]. Moreover, the limited local training time and need to compete with honest
clients’ updates during model aggregation in FL, exacerbate the difficulty of
successful embedding and maintaining these subtle triggers.

This work aims to bridge this gap by investigating performance of invisible
BAs in FL. Specifically, we assess how the visual stealthiness of backdoor triggers
impacts their learnability and effectiveness, given the unique constraints of FL
training. Concisely, our contributions are as follows:

• We explore the effectiveness of various invisible BA triggers under the in-
herent limitations of FL, such as limited local training time and server-side
model update aggregation.

• We establish a benchmark of invisible BAs across various federated settings
and backdoor defence mechanisms, emphasizing the significance of Federated
Invisible Backdoor Attacks (FIBAs).

• We explored advanced stealthiness boosting techniques in FIBAs, providing
new insights into optimizing BAs in FL. From our observations, we propose
a novel trigger-hiding technique to improve FIBAs attack success rate.

2 Related Work
Invisible Backdoor Attacks. Backdoor attacks have evolved significantly
since the initial demonstrations such as BadNet [12], which inserted visible pat-
terns into training data. These early attacks were effective but easily detectable.
Recent advancements have focused on enhancing the stealthiness of these at-
tacks, making the triggers less visible to human inspection, while maintaining
high attack success rates. Invisible BAs can be broadly classified into blend-
based, transformation-based, and optimization-based categories. Blend-based at-
tacks, like Blended [6], merge predetermined triggers with the original images,
making them stealthier than simpler pixel-based triggers, though still somewhat
visible. Transformation-based attacks employ sophisticated algorithms to sub-
tly modify the data. Examples include the LSB attack [16], which modifies the
least-significant bits of an image, and WaNet [21], which uses warping fields to
create slight distortions. These methods improve stealth by creating complex
patterns that are harder to reverse engineer and detect. Optimization-based at-
tacks generate triggers through a series of optimization steps, often using deep
neural networks. Techniques such as LIRA [8] embed information within im-
ages using auto-encoders or solve optimization problems to maximize normal
data performance while embedding a backdoor, minimizing perceptual differ-
ences and making triggers virtually undetectable to the human eye. Apart from



BAs, backdoor triggers can also be categorized into semantic and artificial trig-
gers, with semantic triggers leveraging naturally occurring features within the
data to mislead the model, while artificial ones involve adding specific patterns
to the data.
Federated Backdoor Attacks. The distributed nature of FL training allows
attackers to introduce backdoors through local updates. Studies [11] have shown
that distributed artificial triggers can achieve high success rates by exploiting
the variation in updates across multiple malicious clients. However, research
on backdoor attacks in FL has primarily focused on obvious, pixel-based trig-
gers, leaving the potential of visually stealthy triggers underexplored. Existing
work, such as Federated Invisible Backdoor Attacks (FedFIBA) [32], has high-
lighted the challenges in maintaining the stealthiness of triggers while ensuring
their effectiveness in FL. FedFIBA explored transformation-based invisible trig-
gers and used optimization techniques to balance stealthiness and effectiveness,
incorporating visual perception scores to adjust trigger visibility. Our work dif-
ferentiates itself by specifically focusing on developing and evaluating backdoor
triggers that are both effective and visually undetectable in the FL context. By
addressing gaps in the current research, we aim to enhance the understanding
and robustness of BAs mechanisms in FL.
Defense Mechanisms against BAs. As interest in backdoor attacks in FL has
grown, so has the development of defense mechanisms in FL. These mechanisms
can be broadly categorized into model updates comparison, robust model aggre-
gation, and model inspection techniques. Model updates comparison methods,
such as FoolsGold [9] and CONTRA [1] detect malicious updates by comparing
the cosine similarity of updates from different clients, aiming to identify collud-
ing attackers. Clustering techniques, such as PCA [30] are proposed to determine
groups of malicious updates. Multi-KRUM [5] uses distances between model up-
dates to determine the most representative update. Robust model aggregation
techniques, like Median and Trimmed Mean, focus on reducing the impact of
anomalous updates by calculating the median or trimming extreme values, re-
spectively, to create a more resilient global model. Model inspection methods,
including Neural Cleanse [31] and GradCam [26], analyze the model during or
after training to identify potential backdoors by visualizing neuron activations
or activation maps. Lockdown [14], inspired by model pruning, limits the influ-
ence of each client’s updates using subspace masks and consensus fusion. Despite
these advancements, defenses against invisible backdoor attacks in FL are still
nascent. Most existing defenses target obvious attacks and may not effectively
address visually stealthy backdoors. Our work pioneers the evaluation of invisible
backdoor attacks against a broad spectrum of FL defenses, providing essential
insights and proposing new strategies for enhancing FL security.

3 Methodology

Problem Formulation. While invisible backdoor triggers have proven effective
in non-distributed ML, their applicability in FL faces two unique challenges: (i)
the need for small, invisible triggers makes them harder for models to learn, and



Fig. 1: FL training stage in presence of FIBAs. Attackers inject their backdoor trigger
during local training stage, while BA mitigation is performed during the server-side
aggregation process.

(ii) during FL training, attackers’ model updates compete with those of hon-
est clients, limiting the global model’s ability to learn the trigger. To highlight
these challenges, we examine artificial backdoor attacks, which embed backdoor
triggers into the global model by steering it to classify samples with artificial
backdoor triggers as a target class, t. Specifically, attackers inject the trigger
into locally-stored data, either through a transformation function or via a spe-
cialized model that generates a new image, creating the “poisoned ” dataset (Dp).
Subsequently, during the local training phase, attackers’ local training is altered
to optimize the loss on both the original “clean” dataset (Dc) and the “poisoned ”
dataset (Dp). Formally, the attacker’s optimization problem is defined as:

minL (Dc,Dp, hθ) =
∑|Dc|

i=1 LCE (hθ (xi) , yi) +
∑|Dp|

j=1 LCE (h∗
θ (xj) , t) , (1)

where L is the supervised loss term over attacker “clean” (Dc) and “poisoned ”
(Dp) datasets, given a model h with parameter θ. With θ∗ we refer to the model
parameter once training on Dc is complete in a given federated round.

3.1 FiBAs: Federated Invisible Backdoor Attacks

Training Overview. The training pipeline starts with the server randomly ini-
tializing a neural network, hθ, which is sent to all clients. Non-attacker clients
perform local training by executing several local SGD steps on their data. At-
tackers, however, modify a portion of their local dataset with an invisible back-
door trigger and use this poisoned data during local SGD steps. In our work, we



assume attackers can temporarily or continuously access a client’s data, inject
invisible triggers, and leave the device intact to continue training. The server
then aggregates the model updates from all clients. If no defense is applied,
FedAvg [19] serves as the default aggregation strategy. Alternatively, a defense
mechanism may be used during aggregation to mitigate backdoor attacks by
filtering or limiting specific client updates. An overview of the FL training stage
with BAs is shown in Figure 1.
Poisoning Strategy. An attacker can choose to either poison all classes to a
single target class (t) (all-to-one) or poison a specific source class to the target
class (t) (one-to-one). With both poisoning strategies being valid, the ultimate
choice depends on the attacker’s goals. While one-to-one attacks are stealthier
— introducing focused triggers and thus affecting fewer model parameters —
our preliminary experiments showed that one-to-one BAs exhibit high variance
and volatility. In FiBA, we adopt an all-to-one poisoning strategy, similar to
[8,16,21,32], to evaluate the effectiveness of invisible BAs. Apart from the choice
of poisoning target class, the attacker’s poisoning rate (p) is a crucial aspect of
all BAs, which determines the proportion of locally stored data that the attacker
will be poisoning. We set p to range between 0.1 and 0.5, following the state-of-
the-art [2, 8, 21,24].

3.1.1 Adapting Invisible BAs for FL
We investigate state-of-the-art invisible BAs in FL, namely LSB, Encoder,

WaNet, and LIRA attacks, against common FL defense mechanisms, to provide
insights into the challenges and defenses for sophisticated backdoor threats in
FL. As the aforementioned invisible BAs are not specifically tailored for FL, we
introduce the modifications and assumptions under which we can perform these
attacks in the federated settings:

• LSB Attack [16] alters the least significant bits of image pixels to encode a
string, making it visually undetectable. In FL, multiple attackers must agree
on the encoded string beforehand to ensure each attacker creates the same
local trigger.

• WaNet Attack [21] warps input samples using elastic image warping to cre-
ate subtle distortions. For FL, attackers must agree on the hyper-parameters
k and s and use the same sampling field s, drawn from a uniform distribution
between −1 and 1, to maintain consistent warping patterns.

• Encoder Attack uses an auto-encoder trained to hide a trigger. In contrast
to [3, 20, 28, 29], where a colored image was utilized as a trigger, we opt to
utilize a single bit-string, similar to [17], increasing the stealthiness of the BA.
To assess the attack’s effectiveness in FL, we maintain the same auto-encoder
architecture and pre-training process as [3,20,28,29]. In FL, attackers either
agree on a common noise pattern and train their auto-encoders separately
or share a single auto-encoder model.

• LIRA Attack [8] uses adversarial training between a classification model
and a transformation function T that applies the backdoor to images. The
transformation function Tξ(x) = x+ gξ(x) generates noise gξ(x), with the ϵ



parameter controlling the stealthiness by limiting the l∞ norm of the noise.
In FL, attackers must coordinate to train the LIRA model on shared data
before the FL training stage.

3.1.2 ASR Boosting Techniques in FiBAs
We further adapt widely-used ASR boosting techniques, typically applied to

simple pattern triggers, within FiBA to investigate whether they achieve compa-
rable results in FL.

• Model Replacement. Model replacement [2] boosts ASR by scaling an
attacker’s model updates to overpower others during (weighted) averaging.
This requires knowing the total number of training samples (n) and clients
(m). At round t, the attacker’s update X is scaled to replace the global
model gt with wt+1

j using wt+1
j ≃ n

rj
X− (m−1)gt, where rj is the attacker’s

sample count. By scaling by n
rj

and subtracting (m − 1) × gt, the attacker
can dominate the next aggregation. However, can be easily inferred through
channel listening or insider knowledge, the assumption that n can be guessed
or inferred, is unrealistic [2].

• Distributed Triggers. Splitting the trigger into smaller parts and dis-
tributing them among attackers has been shown to increase the ASR of
simple-pattern BAs [11,12]. Applying this technique to invisible BAs is more
challenging since the triggers are either image-dependent or spread loosely
across the image. To achieve a similar effect in FiBA, we divide images into
equal-sized rectangles based on the number of attackers, padding any re-
maining space to the last rectangle if needed. Attackers poison their data
samples as usual, then replace the parts of the image outside their assigned
rectangle with the original counterparts, giving each attacker a distinct part
of the trigger to learn.

3.2 Boosting FiBAs Stealthiness via Low Activation Triggers

Based on the fact that global model attention is distributed across various re-
gions and features, we propose a strategy to increase the ASR of FiBAs by hiding
the trigger in low-activation areas of the global model. This approach aims to
minimize competition during server-side model aggregation, as high-attention
regions face greater competition from honest clients’ updates. Our motivation
stems from observing that invisible BAs like WaNet and LIRA, which often
overlap with identifying features, perform worse than simpler attacks like Bad-
Net [12] in FL, as shown in Section 5.1.

Finding Low Activation Areas. To identify low activation areas, we uti-
lize GradCAM [26] to extract regions with high activations from the global
model received by the attacker each round. It is crucial to perform this ex-
traction once the clients’ models have sufficiently converged, ensuring accurate
information about important regions. We assess the model’s performance us-
ing embeddings from the penultimate layer, using the rank of embeddings as



Algorithm 1 Activation Mask Extraction Algorithm.

Require: model h, dataset D, inputs’ shape z
1: Initialize CAM: cam← SmoothGradCAM++(h, z, h.layer1)
2: Initialize Mask: activation_mask← 016×16

3: for each batch (x, y) in ds do
4: for each image xi in batch (x, y) do
5: logits← model(xi)
6: Ai ← cam(argmax(logits), logits)
7: activation_mask += Ai

8: end for
9: end for

10: Sort and create top half mask:
11: sorted_indices← argsort(flatten(activation_mask))
12: top_half_mask← 0
13: top_half_mask[sorted_indices[0 : N

2
]]← 1

a proxy for generalization quality [10]. Formally, we extract the embeddings Z
from D using the global model hθ, and afterwards compute the score, E using
exp(−

∑mZ
j=1 rj log rj), where rj denoting the ranking of j-th singular value of Z

( σj

|σZ |1 ) and mZ denotes the minimum dimension of embeddings.
Once the RankMe score reaches a certain threshold (τ), we construct an ac-

tivation mask by processing locally stored samples through the model and using
SmoothGradCam++ [23] to extract the activation maps. These activation maps
are then summed to form a comprehensive activation mask. The mask is sorted,
and the indices of the top half of the most important regions are collected. These
regions, identified as the top half, are marked with 1s, while the remaining re-
gions are marked with 0s. This binary mask, denoted as low activation mask,
now highlights the regions that receive the least attention from the global model
that can be exploited by attackers to hide their triggers.

Low activation trigger in FiBAs. For the LSB attack, a low activation trigger
can be constructed by simply skipping bit-flipping in high activation regions
marked by the mask. Alternatively, in the encoder-based attack, the mask can
be used to penalize differences between the original and poisoned image in high
attention areas more heavily, thus forcing the triggers into low activation regions.
Integration of low activation masks into WaNet and LIRA attacks is left for
future work.

4 Experimental Setup
Datasets & Models. We focus on vision classification tasks and use publicly
available image classification datasets, namely CIFAR-10 and CIFAR-100 [15],
in which we apply standard data augmentation policies [7]. For our data splitting
procedure, we partitioned the data across clients in a non-overlapping fashion,
utilizing a Dirichlet distribution [14] over classes, denoted as Dir(a), where a
refers to the distribution concentration. To simulate non-IID settings, we fix



a=0.5, essentially controlling the class distribution per client (referred to as σ).
We fix any randomness in the aforementioned partitioning process via a seed
value, ensuring identical data distributions across our experiments to enable
direct comparison. Across our experiments, we utilized ResNet-18 [13], training
the model from scratch (no pre-trained weights), where each client completed 5
local training epoch per round (E=5) with a batch size of 64, using the Adam
optimizer and learning rate of 1e− 3.
FL Settings & Parameters. We used Flower [4] and controlled the federated
setting with the following parameters: number of clients - N , percentage of at-
tackers - m, number of rounds - R, local train epochs - E, clients’ participation
rate per round - ρ, and client class concentration - σ. Furthermore, we intro-
duced BA-specific parameters, including the poison rate (p) between non-target
and target (t) classes, which we set to 0.5. Since E = 5 limits the time attackers
have to learn complex patterns, a low p could be ineffective, while with (tempo-
rary) data access, the extent of poisoning is less critical as the backdoor triggers
remain visually imperceptible. For BadNet we placed 5 white pixels in the lower
right corner, while for LSB we use a trigger’s string size (LSBn) of 700. Since the
image size is 32×32, an LSBn of 700 covers the image without reducing its visual
stealthiness (all pixels altered at most twice). For WaNet, we set the warping’s
control-grid size (WaNetk) to 6 and its magnitude (WaNets) to 0.75. For all
Encoder-based attack, an auto-encoder was trained for 100 rounds prior to the
FL training stage with Encn of 200. Lastly, in LIRA, we set the noise magnitude
(LIRAϵ) to 0.1 — enhancing trigger’s dominance in images — as there are no
visually perceptible differences in LIRAϵ values from 0.1 to 1e−3 [8].
Baselines. We analyzed effectiveness of all FiBAs by measuring final model accu-
racy (Acc) — the percentage of correctly classified samples on the test set—and
attack success rate (ASR) — the percentage of poisoned samples (excluding
the target class) classified as the target class on the test set. Additionally, we
evaluated FiBAs performance against prevalent defense mechanisms in FL for
BAs, such as Median, Trimmed Mean for robust aggregation, and FoolsGold,
PCA, KRUM, and Multi-KRUM from behavior detection approaches, while we
included BadNet [12] to show the differences simple trigger patterns. Across our
experiments, we used the default parameters for all defence mechanism. Lastly,
we incorporate a visual perception score, specifically LPIPS [33], to assess the
visual stealthiness of the attacks (lower is better). We report the mean Acc and
ASR across our experiments.

5 Results

5.1 FiBAs effectiveness in FL

In this section we analyze how invisible backdoor attacks, initially designed for
centralized ML, perform in federated setting and what is the performance dif-
ference between BAs with invisible backdoor triggers as opposed to simple BAs
with visible trigger patterns. For this, we performed experiments for all consid-
ered FiBAs with 10 clients under non-i.i.d. settings in CIFAR-10 with a varying
number of attackers. We present our findings in Figure 2 and Table 1.



Table 1: Performance evaluation of FIBAs on CIFAR-10. Parameters are N = 10,
R=100, E=5, σ=0.5, and t = 5.

Method m = 0.1 m = 0.2 LPIPS(↓)
[33]

Anomaly
Index(↓) [31]

Acc ASR Acc ASR

FedAvg 84.20± 0.27 - 84.20± 0.27 - - -

BadNet 84.00± 0.31 94.96± 0.81 83.53± 0.24 97.52± 0.40 1.3× 10−3 8.80
LSB 83.37± 0.33 41.59± 6.19 83.60± 0.28 65.43± 3.93 7.83× 10−5 1.61
WaNet 83.33± 0.31 44.41± 3.50 83.75± 0.15 82.05± 3.59 6.4× 10−3 3.12
Encoder 83.44± 0.27 29.44± 5.90 83.79± 0.20 88.59± 4.01 3.13× 10−4 1.10
LIRA 83.71± 0.41 10.52± 1.22 83.93± 0.27 41.57± 4.66 1.06× 10−4 0.67

The LSB, WaNet, and Encoder attacks perform similarly, with their ASR
gradually increasing over subsequent rounds, whereas LIRA performs the worst
with minimal ASR improvement. Compared to the BadNet attack, there is a
significant difference in ASR; however, the invisible BAs have not yet converged
and might improve with more training rounds, indicating they suffer more in the
aggregation process. Local attacker models for BadNet, WaNet, LSB, and En-
coder all reach approximately 0.99 ASR, suggesting that performance differences
arise mainly from server-side aggregation. None of the attacks significantly im-
pact the model’s accuracy, maintaining values close to FedAvg without attacks,
which is crucial for the feasibility of BAs. Increasing m to 20% results in a sharp
ASR increase for all attacks, with WaNet and Encoder reaching over 80% ASR
and LIRA improving by approximately 30%, while Acc remains unaffected. This
indicates that invisible BAs are feasible in FL settings but require more attack-
ers to achieve high ASRs, when compared to centralized settings. Lastly, from
both LPIPS and Anomaly Index scores depicted in Table 1, we notice that val-
ues are significantly smaller than BadNet, indicating that such these attacks are
stealthier than simple backdoor trigger patterns.
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Fig. 2: FIBAs on CIFAR-10 at different attacker rates (m). Parameters are N = 10,
R=100, E=5, σ=0.5, and t = 5.



Table 2: Evaluation of FIBAs against Defense Mechanisms for BAs on (a) CIFAR-10
and (b) CIFAR-100. Parameters are N = 10, R = 100, E = 5, σ = 0.5, and t = 5.

Attack Acc ASR

FedAvg Median Trimmed Mean FoolsGold KRUM Multi-KRUM FedAvg Median Trimmed Mean FoolsGold KRUM Multi-KRUM

BadNet 84.00± 0.31 84.00± 0.31 83.44± 0.53 84.32± 0.17 65.49± 4.46 66.32± 5.76 94.96± 0.81 94.96± 0.81 94.16± 1.17 89.98± 1.87 15.29± 7.50 18.04± 12.37

LSB 83.37± 0.33 83.16± 1.68 84.52± 0.40 83.26± 0.35 53.81± 10.20 69.67± 1.89 41.59± 6.19 29.74± 12.35 60.03± 7.17 27.01± 3.08 23.84± 26.93 1.47± 0.45
WaNet 83.33± 0.31 83.30± 0.55 84.00± 0.61 84.58± 0.23 60.45± 7.84 68.24± 1.31 44.41± 3.50 35.69± 3.68 36.57± 5.99 31.63± 1.61 51.05± 30.42 12.08± 1.00
Encoder 83.44± 0.27 83.15± 0.89 84.36± 0.35 85.02± 0.18 65.19± 8.74 70.91± 1.17 29.44± 5.90 43.79± 4.61 35.25± 4.11 36.74± 5.07 45.28± 23.57 7.45± 1.12

(a) CIFAR-10 with m = 0.1

Attack Acc ASR

FedAvg Median Trimmed Mean FoolsGold KRUM Multi-KRUM FedAvg Median Trimmed Mean FoolsGold KRUM Multi-KRUM

BadNet 56.74± 0.24 55.17± 0.18 55.39± 0.26 55.96± 0.21 35.66± 1.00 49.16± 0.54 92.07± 0.25 92.90± 0.23 93.00± 0.22 92.04± 0.29 0.19± 0.23 0.32± 0.13

LSB 56.39± 0.19 54.63± 0.69 55.58± 0.40 56.75± 0.18 35.76± 0.98 48.30± 0.52 54.57± 4.03 57.88± 22.18 59.24± 9.85 33.84± 3.97 0.54± 0.48 0.32± 0.08
WaNet 55.32± 0.23 55.23± 0.47 54.90± 0.27 56.70± 0.19 33.88± 1.41 48.62± 0.73 37.44± 2.57 69.58± 11.80 70.45± 7.71 44.75± 2.47 0.06± 0.05 0.20± 0.15
Encoder 56.18± 0.18 54.20± 0.35 55.66± 0.22 55.77± 0.19 35.77± 1.80 48.20± 0.51 55.88± 2.86 79.33± 7.87 90.13± 2.47 70.06± 2.03 0.13± 0.05 0.31± 0.18

(b) CIFAR-100 with m = 0.2

5.2 FiBAs Performance vs. Backdoor Defences
Here, we aim to investigate to what degree can widely-used backdoor defenses in
FL mitigate invisible backdoor attacks. For this, we perform experiments, where
we evaluate FiBAs against mechanisms from both major defence categories,
namely robust aggregation (Median and Trimmed Mean) and behavior detection
(FoolsGold, PCA, KRUM, and Multi-KRUM). Our findings are summarized in
Table 2, while a detailed performance overview across FL training is shown in
Figure 3.

The evaluation of defensive strategies against LSB, WaNet, Encoder, and
BadNet attacks in FL reveals varied effectiveness. For LSB, neither Median,
Trimmed Mean, nor FoolsGold consistently mitigate the attacks, with Trimmed
Mean inadvertently increasing ASR by trimming honest clients and FoolsGold
showing random, inconsistent mitigation. KRUM and Multi-KRUM show notice-
able effects on ASR by selecting particular updates for aggregation, but KRUM
often fails and Multi-KRUM significantly impacts model accuracy. Similar trends
are observed for WaNet and Encoder attacks, with KRUM failing more often for
the Encoder attack. In the case of BadNet, KRUM and Multi-KRUM provide
some mitigation but are not consistently effective, with attacks persisting longer
when attackers are chosen. Overall, these results suggest that attacker updates
are not significantly different from other clients’ updates, leading to the “poison
tangling effect” [14], where backdoor updates become ingrained in the model and
indistinguishable from honest updates, making consistent mitigation challenging
while significantly impacting model accuracy.

5.3 Improving FIBAs via ASR Boosting Techniques
In this section, we investigate whether existing BAs boosting techniques, namely
distribution of trigger across attackers, model replacement, or our proposed trig-
ger hiding strategy in low model activation regions, can improve FiBAs ASR
and/or stealthiness. To this end, we performed experiments in CIFAR-10 un-
der non-i.i.d. for N=10 and m=0.1, where we compared the performance of the
original attack with its “boosted” variation under identical settings.



0 20 40 60 80 100
Federated Round

0

20

40

60

80

100

A
SR

 (%
)

FedAvg Median Trimmed FoolsGold KRUM Multi-KRUM

(a) BadNet ASR

Median Trimmed FoolsGold KRUM Multi-KRUM

40

20

0

20

40

-A
cc

. v
s 

Fe
dA

vg
 (%

)

(b) BadNet Acc

0 20 40 60 80 100
Federated Round

0

20

40

60

80

100

AS
R 

(%
)

FedAvg Median Trimmed FoolsGold KRUM Multi-KRUM

(c) LSB ASR

Median Trimmed FoolsGold KRUM Multi-KRUM

40

20

0

20

40

-A
cc

. v
s 

Fe
dA

vg
 (%

)

(d) LSB Acc

0 20 40 60 80 100
Federated Round

0

20

40

60

80

100

AS
R 

(%
)

FedAvg Median Trimmed FoolsGold KRUM Multi-KRUM

(e) WaNet ASR

Median Trimmed FoolsGold KRUM Multi-KRUM

40

20

0

20

40

-A
cc

. v
s 

Fe
dA

vg
 (%

)

(f) WaNet Acc

0 20 40 60 80 100
Federated Round

0

20

40

60

80

100

AS
R 

(%
)

FedAvg Median Trimmed FoolsGold KRUM Multi-KRUM

(g) Encoder ASR

Median Trimmed FoolsGold KRUM Multi-KRUM

40

20

0

20

40

-A
cc

. v
s 

Fe
dA

vg
 (%

)

(h) Encoder Acc

Fig. 3: Evaluation of FiBAs with m=0.1 against Defense Mechanisms for BAs on
CIFAR-10. Parameters are N = 10, R=100, E=5, σ=0.5, and t = 5.

Distributed Triggers. To analyze the effect of trigger distribution on FiBAs, we
apply the trigger distribution strategy explained in Section 3.1 to the LSB and
WaNet attacks. The results, presented in Figure 4, show that distributing the
trigger across clients has a negative effect on the ASR. Both attacks show almost
no increase in ASR during the first 60 rounds. After round 60 the distributed LSB
attack starts to show ASR improvements but the attack becomes very unstable.
WaNet still shows no improvement after round 60. Splitting the trigger into
smaller pieces makes local training too difficult for the already hard to learn
triggers. This causes poor model updates in which the trigger is not properly
learned, leading to a poor ASR after aggregation. Clearly, our current version of
distributing triggers across clients is not effective at increasing the ASR of FiBAs.
Unless a strategy is devised which optimizes the distribution of the triggers,
similar to CBA [11], it will likely remain true that splitting up already hard to
learn triggers will remain detrimental for FiBAs.
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Fig. 4: Comparison of normal vs distributed trigger (×4) for LSB and WaNet attacks
in CIFAR-10 with m=0.1. Parameters are N = 10, R=100, E=5, σ=0.5, and t = 5.
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Fig. 5: Model Replacement in various FiBAs, where we report ASR and Acc with
m=0.1. Parameters are set to N = 10, R=100, E=5, σ=0.5, and t = 5.

Model Replacement. We now analyze the effect of model replacement across
FiBAs, where the model replacement strategy is activated in rounds 30, 60 and
90. From our results, presented in Figure 5, highlight peaks in ASR in those
rounds (Figure 5a-d). From this, we derive that model replacement strategy is
effective in replacing the global model by up-scaling the attacker model. However,
in all cases, this ASR boosting diminishes in subsequent rounds. This is another
indication of the heavy competition these attacks suffer from other clients. In
terms of model performance (Figure 5e-h) we notice a sharp drop in accuracy in
the activated rounds. As the global model is effectively replaced by the attacker’s
model, the resulting model exhibits poor generalization. To conclude, model
replacement can only increase FiBAs ASR in the current activation round, while
in subsequent rounds its effects are quickly averaged out. Even if applied in the
final round, this results in a poorly performing model.

We further investigate what the effect of simple outlier removal defense mech-
anism, such as Median or Trimmed Mean, when model replacement strategy is
applied. From the results presented in Figure 6, we notice that while in standard
FedAvg the ASR peaks are present in all 3 activation rounds (30, 60 and 90),
these peaks are missing in both experiments where Median and Trimmed Mean



is applied during server-side aggregation. This is due to the fact that unlike reg-
ular model updates, scaled updates have significantly higher magnitudes over
honest clients; thus easily distinguishable with outlier aggregation techniques.

0 20 40 60 80 100
Federated Round

0

20

40

60

80

100

AS
R 

(%
)

FedAvg
Median
Trimmed

Fig. 6: Model Replacement under robust aggregation defence mechanisms in CIFAR-10
with m=0.1. Parameters are N = 10, R=100, E=5, σ=0.5, and t = 5.

Low Activation Triggers. Here we investigate whether our proposed strategy
for increasing the ASR of FiBAs attacks by hiding the trigger in low activation
areas has any merit. We use LSB500 and LSB700 to see if this strategy also
provides improvements for smaller trigger sizes. To better show the effect of the
this strategy we apply the mask in two different settings, one where we use the
mask to indicate low attention areas and one setting where we invert the mask
to indicate the high attention areas. We further perform identical experiments,
where no modifications are performed using the activation mask. We report the
Neural Cleanse [31] anomaly scores to investigate whether our proposed trigger
hiding strategy produces results in triggers which are easier to detect. Figure 7
shows the result of using the activation mask strategy for the LSB attack for the
described settings.

Figure 7 shows a strong difference between the high and low activation areas.
The ASR in the low setting climbs much faster and reaches +−25% higher ASR
for LSB700. This highlights that there is a noticeable effect when avoiding regions
other clients focus on. We see only a small increase for LSB500, in this setting the

Method Acc ASR LPIPS(↓) [33] Anomaly
Index(↓) [31]

LSB500

No Act. 82.92± 0.25 20.17± 2.84 3.16× 10−5 1.79
Low 83.79± 0.29 24.72± 3.51 4.25× 10−5 2.11
High 83.40± 0.30 18.30± 1.94 7.05× 10−5 1.36

LSB700

No Act. 83.37± 0.33 41.59± 6.19 7.83× 10−5 1.61
Low 83.82± 0.34 61.39± 4.47 2.25× 10−4 3.04
High 83.37± 0.31 36.89± 4.26 3.75× 10−4 2.01

Table 3: Effect of trigger hiding based on model activation regions (Low & High) in
CIFAR-10 for LSB with m=0.1. For trigger hidings we use LSB500,700, while No Act.
refer to standard LSB attack. Parameters are N = 10, R=100, E=5, σ=0.5, and t = 5.
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Fig. 7: Effect of trigger hiding based on model activations regions (Low & High) in
CIFAR-10 for LSB with m=0.1. Trigger sizes are LSB500 and LSB500, No Activation
refers to standard LSB attack. Parameters are N = 10, R=100, E=5, σ=0.5, and t = 5.

trigger seems to be too small in general. The low attention run also climbs faster,
taking into account the attack starts 20 rounds later. This is likely due to the fact
that the trigger faces less competition during the aggregation process causing it
to climb faster. Next we observe the Neural Cleanse anomaly score. While both
No Activation settings and the high activation setting mostly stay below the
anomaly threshold of 2, the low attention setting causes a significant increase
in the anomaly score. This indicates that, even though our proposed strategy is
effective at increasing the ASR of the attack, by evading high attention regions it
also made itself more obvious since it cannot ’hide’ behind activation’s in these
regions. This makes it easier for a model inspection defense like Neural Cleanse
to recover the trigger. Note that the high activation setting has comparable
performance to the normal setting. It is likely that both the high and low settings
achieve benefits over the normal setting because bits are flipped more often since
there are less pixels the attack can flip in these cases, creating a higher trigger
intensity. However the difference between high and low should indicate that this
way of embedding the trigger has promise.

6 Conclusions
In this study, we explored the performance of invisible BA in FL. Our results
show that invisible BA, while less effective than obvious ones like BadNet, can
achieve reasonable ASR with over 20% of clients as attackers, and still perform
adequately with only 10% attackers. Common FL defenses generally fail to mit-
igate these attacks without significantly degrading model accuracy. Techniques
like model replacement and distributed attacks did not enhance ASR for invisi-
ble BA. However, hiding triggers in low attention regions improved ASR. Future
work should optimize these strategies, compare low and high attention region
approaches, and refine model replacement and distributed attack methods for
better FL performance.
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